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Arbitrary-State Attribute-Based Encryption

with Dynamic Membership - An Improved Scheme
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Attribute-based encryption (ABE) is an advanced encryption
technology where the privacy of receivers is protected by a set of attributes.
An encryptor can ensure that only the receivers who match the restrictions
on predefined attribute values associated with the ciphertext can decrypt
the ciphertext. However, maintaining the correctness of all users' attributes
will take huge cost because it is necessary to renew the users' private keys
whenever a user joins, leaves the group, or updates the value of any of
her/his attributes. Since user joining, leaving, and attribute updating may
occur frequently in real situations, membership management will become
a quite important issue in an ABE system. In this work, we design an ABE
scheme which is the first ABE scheme that aims at dynamic membership
management with arbitrary states, not binary states only, for every attribute.
Our work also keeps high flexibility of the constraints on attributes and
makes users be able to dynamically join, leave, and update their attributes.
It is unnecessary for those users who do not change their attribute statuses
to renew their private keys when some user updates the values of her/his
attributes. Finally, we also formally prove the security of the proposed

scheme based on random oracles.
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Compressive Sensing and Its Application

in Privacy-Preserving Signal Processing

¥ # % (Chun-Shien Lu)
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Compressive/Compressed Sensing/Sampling (abbreviated as CS), a
kind of new paradigm for simultaneous sampling and compression, has
attracted considerable attention recently in diverse fields, including signal
processing and information theory. Without being restricted to the
constraint of Nyquist rate, compressive sensing can, in theory, perfectly
reconstruct the original signal under the constraints that if only a few
samples or measurements extracted from an original signal are available
and the signal is sparse in the time/space or transform (such as DCT,
wavelet, and so on) domain.

In this talk, I will first briefly introduce CS, including its basic
properties and sparse signal recovery algorithms. Second, since energy-
efficient data collection and privacy-preserving data recovery have
received much attention recently, we propose the first encryption
framework for the computation-intensive basis pursuit problem to be
securely solved in the cloud with the data being efficiently collected using
compressive sensing. We provide security and efficiency analyses to show

the effectiveness of our method.
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